DAVID C. FLYNN, CISSP
8510 Briarcroft Lane
Laurel, Md. 20708

Email: dflynn5656@gmail.com

Cell – 301-367-5201

SECURITY CLEARANCES: 
Previously - Secret 

EDUCATION: 
M.A., Catechetics Notre Dame Pontifical Institute, Arlington Virginia, 1996 
M.S., Computer Science, Loyola's School of Business and Computer Science, Columbia Maryland, 1995 
B. S., Computer Science, University of Maryland, University College, College Park, Maryland, 1984 
(Also held Senior standing in Electrical Engineering) 
A.A., Engineering, Catonsville Community College, Catonsville, Maryland, 1981 

CISSP and Past Vice President of Information Security Society Association Baltimore Chapter

WORK SUMMARY: 

Mr. Flynn has 25 years of combined software and hardware testing experience. Additionally, he spent the first third of his career as an Electrical Engineer doing Radar systems at Westinghouse. He migrated to Computer Science and software work through a series of Networking jobs, Sun (Solaris 8) and HP. Subsequently, he has done networking on PC and Unix systems which included maintenance programming in Ansi C and or Perl mostly on Sun systems. Programs Perl at an expert level. Over the last six years he has done Computer Security/INFOSEC and the associated infosec training programs. Mr. Flynn is a CISSP and member of INCOSE for Systems Engineering. This includes security audit compliance work per NIST 800-53. He also is an expert level automated tester, and an Extra Class Ham Radio operator (KB3TRC).


PROFESSIONAL EXPERIENCE: 

Vangent - DHSS
April 2011 – August 2011
 
Senior IA and IA Lead for Application Support and JMLFDC (MHS) in Fredrick Md at Fort Detrick.  My tasks included interviewing IA staff for potential hire.  The group finally grew to six IA people split between the two projects.  Application Support maintained 14 DHSS medical systems after taking over a support contract from SAIC. FMLFDC was a complete stand up of a DOD-8500 and DOD-8510 ATO for their complete IT infrastructure. Our team used and a series of penetration and IA software tools (WebInspect, Fortify, AppDetective). I was trained on FORTIFY which I used to measure IA standards embedded in deliverable code. I spent about one month of my tour automating the STIGs using Perl and Unix Shell scripts.  This required me to create a VMware CentOS virtual machine that had Samba and Apache webserver.  I completed the effort with about 3000 lines of code.  My additional responsibilities including the following:
 
·       Review DOL Security Guidelines
·       Attend Fortify training
·       Prepare preliminary security documents and customer presentations
·       Prepare core security documents in preparation for DOD-8500 C&A for JMLFDC
·       Implement security controls (Common, Hybrid, Inherited)
·        Monitor implemented controls for compliance
·        Created a Threat matrix for Essences Block 3
·        Xreated a Vmware Player virtual machine
·       Java IA code standard evaluation using the Fortify tool.
·       Automated the manual STIGs using Perl
·       Unix system programming for Virtual machine
·       Assisted in the creation of a Scan matrix for use of our Automated IA testing tools and STIGs.


Leneer Consulting (1099) at Dept. of Labor
Jan  2011 – April 2011
 
Acting as a security consultant responsible for basic application security and for ensuring that applications adhere to strict Federal security requirements (FISMA).  This is in preparation for a Federal Information security audit done in accordance with NIST 800-37 and NIST 800-53a guidelines using CSAM.  My responsibilities including the following:
 
·                     Review DOL Security Guidelines
·                     Attend CSAM training
·                     Prepare preliminary security documents
·                     Prepare core security documents in preparation for Certification and Accreditation
·                     Implement security controls
·                     Respond to independent SCA inquiries
·                     Monitor implemented controls for compliance
·                     Conduct vulnerability scans and resolve identified application specific vulnerabilities
·                     Attend Monthly Security Officer’s meeting
·                     Attend required CSAM meetings
·                     Respond to OCIO Security data calls
·                     Prepare and/or update impacted SDLC documents
·                     Conduct management reviews and incorporate comments 

Scope of my work includes the following deliverables: 

·         Security Control Procedures
·         Risk Assessment (RA)
·         Security Categorization (FIPS 199)
·         System Categorization
·         Privacy Impact Assessment (PIA)
·         Systems Security Plan (SSP)
·         Contingency Plan (CP)
·         Rules of Behavior (RPB)
·         Memorandum of Understanding (MOU)/Interconnectivity Security Agreement (ISA)
·         Incident Response Plan
·         Plan of Action Milestones (POA&M)
·         Security Controls Assessment Plan (continuous monitoring, not independent)
·         Security Controls Assessment Report (continuous monitoring, not independent)
·         Certification and Accreditation Package (Worksheets 1-5)
·         Vulnerability Scan Results
·         OCIO Security Data Calls
·         Security Issue Papers
·         Management Briefings


General Dynamics (GD-AIS)
Jan 2006 – July 2010

GD-IT Department (GD-AIS)
May 2008 – July 2010

Lead Engineer working Process and Compliance as part of the process/Governance dept. for Jerome Reid.
My duties include Data Normalization and creation of the GD-AIS data model.  Also, test process management and creation of VOE from those tests. I run system testing for all IT Appian development, and any Appian patches.  I also oversee unit testing for developers and write the unit test standards.  The system tests are created and orchestrated by me.  Finally, I am responsible for setting up and running customer UAT testing of our Appian deliverables.

 I also work with the security team on unallowable software and the security audit.  Our company process was very similar to NIST 800-37 and 800-53 but for commercial application.  I was responsible for process improvement and just ran audits on our IT departments trouble ticketing process .  I also completed a comprehensive audit on the G2 Sidewinder firewall rule sets, and lead a security team to update and correct our G2 rules sets in weekly meetings.  I lead the CIS firewall hardening standards conversion from Cisco to Secure Computing.  

GD Business Development: DHS Cyber Security SETA Capture(GD-AIS)
March 2008 – May 2008

I was attached to the Business Development (BD) department after leading a successful black hat team in a mock capture of department of Home Land Security (DHS) Cyber work.  The capture manager (Tomette Herring) liked my black hat presentation so well she called me up and offered me a job the next morning - unsolicited.  During my tour with BD we pursued a 400 million dollar DHS award that required me to conduct teaming analysis, interview future DHS employees for our capture, and meet with 22 different companies as potential partners.  I created a stepped teaming review process that please the BD department well enough that they now want to standardize it.  I interviewed SAIC, Macauley Brown, Verizon and numerous other organizations right up to the NDA’s and teaming agreements, which I also initiated. In the end, we were successful in the capture and the work was awarded to us uncontested, which ended my assignment.

GEOS proposal work(GD-AIS)
January 2008 – February 2008

I conducted the engineering technical review of the GEOS proposal prior to it’s submittal. As a result of my findings (lack of sufficient testing) my tour with the project was extended, and the proposal team redid the work breakdown structure to accommodate integration testing.

diskB Global Information System (GD-AIS)
August 2007 – December 2007

diskB is a prototype Google Earth based facility management system being created as a proof of concept for a government client.  My task was to test the system prior to initial delivery.  Our software is PC based and drives the Google Earth product. These tests are primarily Ad-Hoc and intended to ferret out any glaring errors in the proof of concept.  This immediate delivery will be followed by a more formal round of testing later in September.

IRAD InfoSec Test Platform (GD-AIS)
June 2007 – July 2007

I worked on an InfoSec Project as a CISSP for the departmental IRAD.  It’s mission was to assemble a multi facetted network to simulative attacks by a hostile outsider.  This would include White Hat testing and a search for vulnerabilities.  To accomplish this I have to build 4 Unix boxes (both Sun and Centos/RedHat OS) and several Win2003 machines that were then networked  I assisted other network engineers by setting up IP’s on a Cisco Pix Firewall and also installed the VMware vitual network.  On this VMware network, I build two “virtual” machines, one Unix and one Win2003.  I set up and installed NESSUS from Tenable’s site – and configured it on two of the Centos/RedHat Unix boxes.  Other tasks included setting IP’s, buying UPS systems, and repairing power supply fans, racks and cables etc.  The ultimate client for these activities were commercial and federal clients seeking security solutions to assure customer data integrity, FISMA and NIST 800-37, 800-53.

Domestic Mobile Integrated Geospatial Intelligence System [DMIGS] (GD-AIS)
April 2006 – Jan 2007

I worked as a lead test engineer on the DMIGs prime mover, which is essentially a rolling SCIF used to collect satellite data on storms and other NGA/customer related data at the scene of a hurricane.  My task was to participate in all phases of testing, production of test plans and procedures and other support activity’s.  I also did significant system engineering tasks while on the job, and finally trained for and joined INCOSE.   As a result of direct praise from the customer, I was awarded an “Engineering Excellence Award” and a check by the company. 

Domestic Mobile Integrated Geospatial Intelligence System Chase Vehicle [DMIGS] (GD-AIS)
Feb 2007 – June 2007

I was the lead test engineer on a project tasked to build a support vehicle for the NGA’s DMIGS vehicle previously delivered (above).  This vehicle would contain fuel, power cables and other supports gear for deployments through out the country.  My tasks were to create the test plans and procedures for the trucks requirements set, which was implemented by subcontractors.  I also proposed the phased array SatCom on the move system markets by RaySat Satellite antenna systems in Vienna Va. which was finally chosen by our client.  This SatCom on the move system was 40 percent of the cost of the competing system from our own company GD-C4.  As a result of the SatComs’s lower cost, we were awarded the contract.  The final product is being delivered ahead of original projections. 

GPS Project Plan for the USDA Farm Service Agency (GD-AIS) 
Jan 2007 – March 2007

Since the Federal Government has canceled ongoing support for the ND-GPS system, the USDA asked for a GD consultant to propose an alternative that could give higher than standard GPS accuracy.  I was hired for the project and proposed use of the similar system used for aviation.  I suggested the Wide area Augmentation system (WAAS) that is used to land planes at airports currently, and has ongoing support into the future.  The proposal we made to the USDA will allow field agents to measure borders of crops of tobacco, wheat and other taxable’s for yearly assessment.  The work is ongoing.

The Ruby Project for the Navy (GD-AIS) 
 Jan 2007 – April 2007

I was charged to write a parser for conversion of text based foreign chart conversions to GIS readable format. The ultimate purpose was making chart conversions for maritime navigation.  I wrote my solution in Perl and used the program to parse text from GIS charts that had just the corrections to existent charts after changes in coastline, light houses or other relevant data was added.  This data applied to charts from numerous countries and formats that spanned the last 5-10 years.  

Sun Consulting at UMUC/IT Department (SUN)
July 2005 – Sept 2005

Test/Process Manager at UMUC, I had responsibility to orchestrate the purchase of two CM systems in a “best of breed” contest for the Peoplesoft team and Web Tycho.  Web Tycho was the online university, for which we selected PVCS Version Manager.  Tycho was a weblogic J2EE conversion effort that was retooling the online university content for UMUC.  They have the largest Not for Profit University in the world.  The Peoplesoft team selected Queststat after numerous reviews of other products.  I finally organized engineering proof of concepts for both teams to verify that their interface considerations could be met properly.  Additionally, I was responsible for the Mercury Quick test Professional Test Suite, and creation of the test processes related to their use.  To accomplish this process creation, I had to form process teams that disseminated the work flows they were following day to day.

Science Applications International Corporation (SAIC) 
Sept 2001 – May 2005  

Science Applications International Corporation (SAIC) 
From Nov 2004 – May 2005 Systems Integration Team – DSS ½ Time 
I have had to perform a variety of complex assignments associated with managing and controlling computer Unix and WIN2000 operating systems for the DSS System Integration team.  Our task was to support for the 65 member DSS development team on Solaris 8.0 and WIN2000/WIN2000 Server operating systems. I also set up and maintained these computer systems. This included ghosting nearly 50 DSS customer owned machines with a win2000 image. 

As part of the test team, I reviews and prepared documentation for systems, tests and installation of software.  I was also part of the engineering review board for software under development that would be used on the system as a deliverable application to our customer.

As part of the Rational Integration team, I recommended methods and techniques for obtaining solutions, using the schema or Perl programs, send mail etc.  I  Initiates preventative maintenance on the operating systems as well as repair to system/environment problems, in particular, I created a temperature alarm system that backed up the cooling system after several weekend AC failures.

Science Applications International Corporation (SAIC) 
From Nov 2004 – Feb 2005 Systems Integration Team – IBM Center of Excellence ½ Time 
Wrote the DSL/Internet connectivity Plan for the IBM Rack system, and started the plan for the systems housing, air conditioning and provisioning via network services or DSS.
I was also loaned to Aspen to train their test/development team on the use of Mercury tools – both load runner and Quick test professional.

Science Applications International Corporation (SAIC) 
From Jan 2005 – May 2005 Systems Integration Team – IBM Center of Excellence ½ Time 
Hired to train the Aspen team on Mercury Loadrunner 8.0 and Mercury Quick test professional. The task requires setting up both tool system, and the associated hardware for stress testing. The task requires regular interface with the test team, and Mercury reps as needed. Additionally, interpretation of load runner results is required. Perform and other tools are used in this task to give additional information about the systems under test.

Science Applications International Corporation (SAIC) 
From May 2004 – Nov 2004 Senior Tester & Networking 
Software Testing and Networking - Worked on the CEAU project primarily with Windows based servers and clients testing government INFOSEC software applications. Duties included loading the operating systems, various application software packages, setting up the network, firewall and building servers (OS was XP Home and Win2000 professional). Continuous software updates were also our responsibility. We regularly used and installed Ghost software, and numerous anti virus software packages. During the course of testing, I was required to write test plans, DR's and record all results. We also had the responsibility for maintaining lab security, safe and audit logs.

Training - I have recently completed Project Management 1,2 & 3. Also two comprehensive DSS courses "NISPOM Chapter 8 requirements for Industry" and "Information Security Basics".

Science Applications International Corporation (SAIC) 
From September 2001 to May 2004 Lead IV&V Tester 
Software Testing - Organized and managed the IV&V test effort for the PISCES (Personal identification Secure Comparison and Evaluation System). Which is a deployable homeland security software system. Also wrote the internal network security plan. Assembled numerous quotes for the internal network hardware requirements with vendors which included other communication software. The central mission was to IV&V test software comprising a 14 disk install from Booz Allen Hamilton before deployment to various airports around the world. My immediate task includes organizing a test team that was on loan from the deployment group for a complete functional test of the delivered software. This system was deployed in 4 different versions, and 9 different languages for our State department Client. The software was used at airports throughout the middle east, including prisoners of war.  I often had to work with translators, and demo software for foreign nationals.  As I rule, the pace was so high that I needed to learn the new system in less than a month and completed testing on a fierce schedule, which we always met. The software package included over 90% of COTS products (ORACLE, WEBLOGIC, JAVA code, etc.) and those were indirectly interface tested in our system test. 

Information Security - Recently trained in IIS security, SSCP & CISSP review classes. I also wrote my organization's internal network security plan. I have been elected as one of the ISSA Baltimore chapter's Officers (Secretary) for 2004. The chapter has also asked me to organize a talk for the group regarding spam, where I will be one of three speakers that day.

Science Applications International Corporation (SAIC) 
From September 2001 to April 2002 Senior Systems Analyst 
Product Assurance for Toxic Release Inventory - Management (TRI-ME) working for the EPA. I had responsibility for sell off system testing (PA test), bug tracking and creation of test scripts. I automated a portion of the final deliverable testing using Perl. I am currently tasked on three other EPA projects (PDBAS, Enviro$en$e, and NPDES). These tasks involve a large amount of customer interface, testing, and bug tracking using a Microsoft Access Database that I maintain and alter as needed. I have persuaded the PA department to make my Perl tools available to all testers here for automation of client test processes.
Immediate Supervisor: _Jon Chen - GSO & Sonny Wolfe - MOSES 

PRECEDING POSITION(S): 

Digex Consulting AOC 
July 1998 to July 2001 Project Manager/Acting Unit Manager of Test 
Number & Type of Personnel Supervised: 4 Automated testers 
As project manager (WSUR), I was responsible to generate Perl code to resolve better reporting, solutions for Digex WebServicesUsageReporting clients. These Perl scripts were customer ordered “custom” solutions and various other reporting system automations. I was also responsible for the complete rebuild of 24 computers (from parts of 60 other machines). These systems needed to be rebuilt, tested and have windows 2000 installed. Their target use was stress testing. As project Manager within the Engineering department, I was responsible for installation of DRAC (Dynamic Relay Authorization Control) and Broadvision system tuning for which I was trained in the Rockville school. As Acting Unit Manager of the Stress testing team, I lead a team of four stress testers who used the latest Mercury Loadrunner tool set to exercise customer web sites. One such site was Official Payments/IRS who signed with us for testing at the $50K level, but was so pleased with our efforts that they raised their commitment to the $150K mark. I have numerous personal references from the Official Payments Team.
Immediate Supervisor: Winston Powell 

(DIGEX) November 1998 to November 1999 Tester/CM/Perl Programmer 
I was made responsible to do a comprehensive evaluation of the large commercially available version management systems. After choosing CVS, I implemented the system, and became the software development group's version manager for all deliverable code. Other tasks included testing our billing system, external clients web systems and the associated billing. I also created a send mail program to email our entire customer database in Perl, with formatted billing statements based on a series of SQL-Oracle queries that I wrote. Many of my tasks called for the creation of operational documentation and or test plans, which I wrote as needed.
Immediate Supervisor: Ramesh Sharma 

(DIGEX) July 1998 to November 1998 Tester/Mercury Tools 
Performed system stress testing using Mercury Load runner for commercial Internet clients of Digex web hosting. I was tasked to analyze customer web sites and execute stress testing using mercury automated test tools. I wrote a short operations manual for the tool, and often recoded Mercury's internal scripting language to customize test applications. I also coded large Perl front ends when tests were needed that required parsing of inputs and reporting of outputs after stress testing. I also did a number of reconfigurations of the NT registry to accommodate the test scenarios I executed.
Immediate Supervisor: Glynn Taylor

IRS/Ashcourt (Consultant) 
March 1998 to July 1998 Tester/Developer/Unix System Manager 
Did conversions from UNIX/Korn shell scripts to NT/Perl scripts. These scripts called and executed Clearcase version management software tools for the entire project (all development, testing, and other software deliverables to other centers). The projects under test cognizance included Client server systems from Sun, the date 2000 project, and providing support to other IRS centers that did further testing. I was trained in the complete regime of Rational/Clearcase course work at the IRS National headquarters.
I also manager the Sun system on which we did our programming, Perl 5.0., and VI editior. 
Immediate Supervisor: Gerri Reed_

Government Micro Resources 
November 1997 to February 1998 Test Manager 
Number & Type of Personnel Supervised: 2 Automated testers 
Primary responsibility for the OSHA on site test team. This included producing a test spec and formulating an overall OSHA test plan that was accepted through a process of demonstrations to the customer. Duties included hiring testers, selecting automated tools for the project, and arranging training for those tools. I selected SQA Suite by Rational to do automated testing and PVCS tracker by Intersolv for CM. I was also charged with creating the process model to bring my organization to SEI CMM level "2" so that we could bid on other government contracts in the future. 
Immediate Supervisor: Doug Lay

Perot Systems (Consultant) 
July 1997 to October 1997 Lead Tester 
Number & Type of Personnel Supervised: _3-4 Testers_ 
Evaluated automated testing tools and configuration management systems for the National Rent a car software development project. The tools were from Segue, Pure Atria, Rational, Mercury, and Intersolv among others. This process was an in depth evaluation of their methods, underlying code, and ability to work across various platforms. Also participated in potential employee interviews and requirements analysis of the test system.
Immediate Supervisor: Renee Tran 

Group 1 Software (Consultant) 
April 1997 to June 1997 C Programmer/Tester 
Programmed Ansi "C" in Microsoft C on Windows NT for database load testing. It was my task to generate a "C" interface to an NT server to test Group I Software's Code 1 Plus Client Server system. This "C" test system would simulate 28 client server users stressing the system to its limits. I designed and executed the tests and ran groups of 50,000 records per hour times 7 users against the Code I Plus system
Immediate Supervisor: Yvette Munikysen 

MCI METRO (Consultant) 
January 1997 to April 1997 Lead Tester 
Number & Type of Personnel Supervised: _6 testers from a remote site_ 
Program manager for MCI's MPS local telephone billing and rating system. I was given 5 days to reel in a test effort that was projected to be 11.25 working days late on delivery. I accomplished the goal by narrowing the test effort to new functionality and one regression test. MCI made the delivery date securing 11 million dollars per month in additional billing. I was also responsible to interview prospective employees and generate mission planning for future test releases that required various process improvements to be put in place. We used PVCS tracker to track bugs that arose from the testing. This was all done on a DEC based UNIX and Windows NT platform for development and testing.
Immediate Supervisor: Larry Cook_ 
Trusted Information Systems (Consultant) 
October 1996 to January 1997 Head of Test/Unix shell Programmer 
Worked on a trusted operating system in conjunction with a test team from Mountain View California. I was responsible to write or maintain all test scripts, test plans, and the test. environment itself The test system was a PC UNIX operating a trusted operating system via a Posix shell. I had to write Bourne shell and other proprietary scripting languages drivers to automate testing for over night runs. This task ended when TIS dropped this business line.
Immediate Supervisor: Steve Rice_ 

Various other Computer Science and Engineer Positions held in the DC metro area prior to 1996: 

· December 1994 - August 1996, Bell Atlantic/Adjilon (Consultant), Senior Software Engineer – Tasks HP Unix 9.0 system admin and test of telephone switches.
· May 1994 - September 1994, Maryland Business for Responsive Government (Consultant), Database Engineer 
· July 1992 - May 1994, CSC/Paramax, ADP Hardware Specialist/Senior Programmer/Computer Systems Analyst 
· April 1992 - May 1992, Tracor Scientific Products Division, Computer Systems Analyst II - LAN Manager 
· October 1991 - April 1992, Radio Shack Computer Center, Management Trainee 
· March 1991 - June 1991, Project Design Systems Inc., Electrical Engineer - Data Base Design 
· June 1984 - February 1991 Westinghouse Electric Corp., Electrical Engineer - Hardware Quality and Test 


COMPUTER PROFICIENCE 
Hardware: 
Most Recently – Sun and HP, formerly VAX/DecNet 
Software: 
OS – Sun or HP Unix and Win2000 Prof. And XP Home 
Languages – Perl 5.0 and ANSI C also Bourne Shell Script 
PROFESSIONAL ACCOMPLISHMENTS: 
Academic and Professional Honors and Awards 
Elected Secretary of the Information Security Systems Association (ISSA) & VP of Membership for the Baltimore Chapter for 2004 – 2005 (second term).
Previous Achievements: 
Patent Disclosures - (Westinghouse) & Cost Avoidances: (Westinghouse) 
Flat Pack Test Probes #AA-91-082, $2000 nanosecond Logic Probe 
Tether Strobes #AA-86-144, $1400, Tektronics DAS 9100 Logic Analyzer 
Genrad Test Software #AA-89-062, $20,000 
Pin Savers for Test Connectors 
$700,000 Genrad Test Certification 
$18,000 As Built PDL Minispec 


CUSTOMERS 
CIA and Department of Justice 

SAIC REFRENCES 
John Dollen, Principle InfoSec Engineer, 301-325-5195 
Art Schmidt, Sr. Intelligence Analyst, 443-479-9022 

